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ABSTRACT

A REVIEW ON ADVERSARIAL ATTACKS AGAINST NEURAL
NETWORKS AND THEIR DEFENSE METHODS

Muda, Sajdi
M.Sc., Department of Computer Engineering
Supervisor: Dr. Arban Uka

Co-Supervisor: Dr. Ali Osman Topal

Machine Learning (ML) is nowadays the core of technology and the main study
area for different situations. It is indeed common to be the main subject of attackers at
this kind of position. For instance, we can take as example the ML component of the last
generation cars which have the autopilot functionality. Some would even think of
damaging the ML component of the car system and try to perturbate the model to make
the vehicle crash. In this case would be a real disaster, which of course a task at this
level is being handled by car manufacturers. This situation is called usually as

Adversarial Attack on Machine Learning Model.

The necessity of protection against adversarial attacks is indeed crucial and thus
we do have a variety of methods handling this. As attacks are so different to a ML
model, defense methods are according to them. In this thesis study we will show main
attack methods and their corresponding defenses. At the end we will show and compare

the abovementioned methods effectiveness.

Keywords: Machine Learning, Adversarial Attack, Adversarial defense, Deep Neural

Networks



ABSTRAKT

RISHIKIM MBI SULMET NE RRJETAT NEURALE DHE MENYRAT E
MBROJTJES NDAJ TYRE

Muda, Sajdi
Master Shkencor, Departamenti i Inxhinierisé Kompjuterike
Udhéhegési: Dr. Arban Uka
Udhéhegési i pérbashkét: Dr. Ali Osman Topal

Mésimi automatik “Machine Learning” éshté tanimé bérthama e teknologjisé dhe
njé nga tematikat mé kryesore té studimeve shkencore. Eshté padyshim normale gé né
njé pozité té tillé té béhesh njé piké térheqje pér dashakeqgésit dhe sulmuesit. Mund té
marrim si shembull kétu komponentin e “mésimit automatic” té makinave té gjeneratés
sé fundit té cilat kané funksionalitetin autopilot té inkorporuar. Disa mund té shkojné aq
larg sat & mendojné edhe sulmimin e komponentit té “mésimit automatik” dhe né kété
ményré ta nxjerrin sistemin e drejtimit jashté kontrollit. Né kété rast do té ishte njé
fatkeqési e vérteté, por gé padyshim njé problematiké e kétij lloji éshté menduar nga
prodhuesit e makinave. Kjo dukuri njihet ndryshe edhe si “Sulmet kundérshtare”
(Adversarial Attack).

Nevoja pér mbrojtje ndaj sulmeve té tilla &shté padyshim kritike dhe rrjedhimisht
ne kemi njé varietet t¢ madh metodave gé merren me kété dukuri. Né kété tezé ne do té
tregojme llojet kryesore té sulmeve dhe respektivisht ményrat e mbrojtjes ndaj tyre.
Gjithashtu ne do té bémé dhe njé krahasim té performancave té kétyre metodave té

ndryshme.

Fjalé Kyce: Mésimi automatik, Sulme kundérshtare té mésimit automatik, Mbrojtje ndaj

sulmeve, Rrjete neurale.
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CHAPTER 1

INTRODUCTION

Although computers and machines are not human beings, Machine Learning
approaches seem to make them vulnerable and being deceived by other systems or
models. The usage of Machine Learning in security systems and vulnerable points of our
everyday life, makes it much more important and thus much more attractive for
adversaries. Systems such as autonomous cars, malware or other security detection
platforms, face recognition along with biometric recognition, voice recognition [1] and
much more are great to have, but at the same time we must ensure the security behind
them. Lately the security aspects of Machine Learning input selection have been

considered deeply by researchers.

Deep Learning is an evolutional branch of machine learning that makes possible
to learn from the input data through many processing layers. Since the discovery of
Deep Learning methods, it has been found to be the most powerful solution for large
computational learning processes. The solution it provides is remarkable although the

hardware architecture that needs to be built on top of must be enormous and efficient

[2].



Deep neural network
Input layer Multiple hidden layers Output layer

Figure 1. Deep Neural Network architecture®

Although Neural Networks and Deep Learning offer such nice learning curves
and solid solution, they do fail in front of the adversarial attacks. The heart of Deep
Learning Algorithms is built on top of interconnected layers and hidden layers of

neurons which extract data from the given input.

There are different attacking methodologies that tend to ruin a ML model, but the
most common, easy, and indistinguishable one is indeed feeding the model with
adversary input modified at the finest level so that human eye could never catch the
peculiarity as explained in the recent research of Chakraborty et. al. [1]. The taxonomy
of these attacking methodologies will be expanded in the following chapters.

! Figure taken from https://www.ibm.com/cz-en/cloud/learn/neural-networks



1.1. Adversarial attack

Pitropakis et. al. have done a magnificent work by collecting information about
the taxonomy of the adversarial attacks at [3]. As they explain in their recent work, a
DNN adversarial can be either Black Box or White Box, and according to that the attack
phase changes. In our work we will dive deeper to show how and when to prevent these
kinds of attacks.

It is indeed important to note that DNNs weakest spot happens to be the image
recognition task as Szegedy et. al. [4] proves. Additionally, Wang et. al. at their work [5]
states that according to the research lately DNN is not robust at Natural Language
Processing (NLP). There are some defenses mentioned in that work that are worth
studying for this purpose. DNN does not suffer at all when it comes to voice recognition

thus, DNN can be used without a doubt in this direction.

Shilin et. al. [6] categorizes all adversarial attacks according to their typology on
the area of usage (ex. Computer Vision, NLP etc). The weakest spot of ML seems to be
Computer Vision again, especially due to its large input features and computations.

Arguably, the worst disadvantage of DNN is their “black box” nature. In other
words, you do not know how or why your DNN came up with a certain output. For
instance, when you put an image of a dog into a DNN and it predicts it to be a cat, it is
very hard to understand what caused it to arrive at this prediction. When you have
features that are distinguishable by a human eye it is much easier to understand why the
model failed in that specific input. By comparison, algorithms like Decision Trees are
very interpretable. This is very important because in some domains, interpretability is
critical to be able to improve the performance of the model. [7]

For our concern, Image recognition task must be considered to experiment for its
robustness and further decide whether it can hold back towards adversarial inputs.

Attack oriented experiments will be tested in our work for this purpose.



1.2. Structure of Thesis

The structure of this thesis will be composed of 5 chapters. In the first one we
will present the adversarial problem, its threats, and the importance of researching in this

direction. A short description of this work will be explained in this chapter.

In Chapter 2 we show all recent trends and research in this field. In this chapter
we will also show and describe the taxonomy of adversarial attacks. Further in the

chapter the defense methods will be explained.

In Chapter 3 we explain our methodology and the approach we have regarding
this problem. As this thesis will be mainly a survey rather than finding a new solution,
we will explain how we will evaluate the methods described in the previous chapter.

Dataset that has been used and DNN structure will be shown at the end.

Chapter 4 will be a showcase of our practical work and a comparison between

results obtained through all methods explained in this work.

Our last Chapter is Chapter five where we conclude this our work and give some
future recommendations prior to the results of the experiments. The challenges that we

have faced in this work will be listed in this chapter for future improvements.



CHAPTER 2

LITERATURE REVIEW

Despite the recent advances in the field of machine learning, its applications and
models, vulnerability of these models to adversarial attacks is a matter of great
importance during the last years. Since the process of inputs to a model is becoming
more and more dynamic in the terms of collection, it is indeed a crucial task ensuring the
security and the veracity of the data. Data collection or transmission targeting can be
examples of the adversarial methods to affect a machine learning model, which lead to
manipulating the input or the model, as shown in Figure 2. Models are threatened by

adversarial attacks and can be protected by the adversarial defense methods.

In this chapter, we will show a review of the previous research work about the
taxonomy of the adversarial attacks. Then, we will focus on the classification and the

most common types of the attacks and defense methods.

“ At training At testing

Receives Incorrect Incorrect
— falsified data ~— model ~———————————=model

samplels) created fails
OF Carefully
crafted

Manipulating data ar Manipulating Coerert
collection B stz transmission ’ Input —

model

-
- falls
Attacker(s) v m

Figure 2. Different avenues for attacking a system.’

Pitropakis et al in their work at [3], propose a taxonomy, which classifies many
recent studies and research about adversarial attacks against the machine learning

models. It provides also the breaking down process of the features used to classify

? Figure taken from [3], page 4, figure 1



different attacks by introducing several phases that each of the attack features are
uniquely associated with. Authors state the fact that ML is supposed to be trained using
datasets that are representative and trustworthy to obtain the results we are looking for.
The matter here is that outsiders and other actors would want to break the
trustworthiness of the dataset. No matter what the cost is, we should offer a robust
technique that either detects these changes or will not be fooled from a bunch of

modified micro parts of the inputs.

In another survey of Zhou et al. [8] it was presented the approaches that describe
the behavior of adversarial machine learning as game theoretic. The adversary is the

attacker and the player in this case is the learning system.

The intention of attacking a model sometimes may not be just perturbating to a
desired point, rather learn as much as possible about the architecture of that model.
Duddu in his work, [9] states that the adversary’s aim is to gather the sensitive

information of the system architecture to be able to steal data afterwards.

In another research on adversarial attacks [10], authors show that Deep Neural
Networks (DNN) are very sensitive to changes in the input, meaning that accuracy of the
model’s prediction changes if the input image changes. To prove this, the authors added

noise to the input to fool the model, and it resulted to the weakness of the network.

2.1. Adversarial Threat model and Taxonomy

In this section we represent with the overall taxonomy of the adversarial example,
and how should one build the ML model to overcome these issues. We will include also
some real-life scenarios to be able to fully understand the case. The adversary may try to

use not only one, but many week spots or vulnerabilities. A full protection must consider



protecting all possible vulnerabilities which will be listed below in the forthcoming

subtitles.
2.1.1. Adversarial attack surface

Chakraborty describes the machine learning system as a data processing pipeline
[11]. Thus, we should define the attack surface based on this processing pipeline where

the adversary can attack. The sequence of operations can be described as:

a) Collection of input data from sensors or data repositories

b) Transferring the data in the digital domain

c) The transformed data processed by the ML model; output produced.
d) Action based on the output.

Below in figure 3, the generic pipeline of an Automated Vehicle System (AVS)

is presented visually.

= Data Pre- | 1 Apply ML Analysis
Camera m processing - Model of Output
> » M - » T
JPEG - %

Traffic Sign JPEG Image 3D Tensor Class Probability Stopping the Car

ot

Figure 3. Generic pipeline of an Automated Vehicle System?

The attack surface can be identified based on the data processing pipeline. To

ruin the ML model, adversary has two main entry points to the processing pipelines, and

® Figure taken from [1], page 28, figure 3



they are: a) Data collection and b) Data processing where each of them have their own

challenges and opportunities.

An adversary’s intention or goal may be divided generally into 4 categories as

follows:

1. Confidence Reduction: The adversary tries to reduce the confidence of
prediction for the target model. This is generally achieved by lowering the
confidence level for each possible class and misclassifying all of them no matter
what the output is. For instance, the sign “STOP” would be predicted with 60%
confidence rather than the pure model that was with 90% confidence. The
intention behind this attack is simply to make a model useless. In many cases this
kind of attack can be used by the model creator itself to test the model and reach
the perfection (if possible)

2. Misclassification: The adversary tries to alter the output classification of an
input example to any class different from the original class. This method is quite
similar with the first one, but with the only difference that here the intention is
not just to lower confidence, but to predict another class. For instance, the sign

“STOP” would predict another sign such as “45 speed limit”.

3. Targeted Misclassification: The attacker tries to evade the model on predicting a
class no matter what the input is. For instance, all traffic signs should predict the
sing “90 speed limit”.

4. Source/Target Misclassification: The adversary attempts to map the real outputs
with another class to mislead the model. The difference with the targeted
misclassification is that in this case the adversary wants to map all classes to
predict each of them some other class. For instance, sing “STOP” will predict

“45 speed limit” and sign “turn left” would predict “turn right”.



2.1.2. Threat model

The intention of an adversary may vary from task to task, but in overall we can
group them as below:

e Evasion attack
e Poisoning attack
e Exploratory attack

Evasion Attack: This kind of attack occurs during the testing phase and the
adversary has no intention at all ruining the ML model, but rather he tries to fail the

model during action. A real-life example to this problem may be as follows:

A model for AVS whenever gets a “STOP” sign as input must stop the vehicle
and obey the rules. Instead, an adversary knowing somehow the architecture of the
model evades this normal flow by changing the stop sign image at some pixels
(Described in the figure 4)

—v Speed limit 45

Figure 4. Stickers in the second image made ruined the ML Model.”

* Figure taken from https://bdtechtalks.com/2018/12/27/deep-learning-adversarial-attacks-ai-malware/ai-
adversarial-attack-stop-sign/



Poisoning attack: Is the second type of thread model and is indeed a very
difficult one due to the poisoning happening while training the model, thus many models
can be fooled or mistrained. If a mistrained model remains unseen and that specific one
runs for testing case or in production, then a disaster may occur. The data collected for
the task of training the model, should be “poisoned” (some additional noise in the data

that misleads the model).

This kind of model will be full of error regardless the input it will have, and
besides it wont show at all the accuracy it was prepared for. At figure 5 you can see the

schema how poisoning attack occurs in the normal learning process.

NORMAL LEARNING | POISONINGATTAGK
s B3 B8 B8 (2 o i 2

N\
g g

LEARNING
ALGORITHM

| v

MACHINE
LEARNING
MODEL

Figure 5. Poisoning attack schema®

Exploratory attack: This kind of attack is a bit more visionary than the previous
ones. The real aim of this type of adversary is to not harm the model at all, instead to
learn as much as possible regarding the learning algorithm of the underlying system and

pattern in training data.

® Figure taken from https:/analyticsindiamag.com/what-is-poisoning-attack-why-it-deserves-immediate-
attention/
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Table 1. Attack Summary

Adversarial model Type of attack

Model Inversion
Membership Inference attack
Model Extraction via APIs
Information Inference
Adversarial Examples Generation
Generative Adversarial Networks (GAN)
Evasion Attack GAN based attack in collaborative learning
Intrusion Detection Systems
Adversarial Classification
Support Vector Machine Poisoning
Poisoning Attack Poisoning on collaborative filtering systems
Anomaly Detection Systems

Exploratory Attack

In Table 1 are listed some type of attacks categorized into 3 attack models
explained above. This classification is done by Chakraborty et. al. [11] after an extensive
research regarding the taxonomy of the adversarial methods on ML.

The information that the adversary has regarding the system, or the algorithm
defines the thread model too. Below we will list the capabilities that one can possess in

different stages.

2.1.3. Adversarial capabilities

The capability term refers to the amount of information or space for action that is
available to the attacker. The aforementioned attack types are strongly connected with
the capabilities. An adversary that has access to the model (poisoning attack) is
automatically kind of stronger compared to the adversary that has access only to the
testing phase (evasion attack). The capabilities of an adversary are commonly separated
into two main groups: [11]

e Training phase capabilities

e Testing phase capabilities

11



Training phase capabilities: Attacks during the training phase are stronger and tend to
influence or corrupt the whole model. This is usually achieved by altering the model

based on the capabilities listed as follows: [3]

1. Data Injection: The attacker does not have any access to the dataset which the
model is training on, neither have access to the algorithm, but may have access to
inject some new corrupted data (maybe created solely for this task) and in this

way the model will be corrupted.

2. Data Modification: The attacker has access only to the dataset and in this way he
can modify current inputs by editing them physically and the whole model will

perturbate at the desired level of perturbation.

3. Logic Corruption: The attacker do not deal with the data or data preprocessing.
He directly tries to mess the algorithm on the run so that even though data is

correct and not corrupted, system is tended to fail too.

Testing phase capabilities: Adversarial attacks at the testing time do not tamper with
the targeted model but rather forces it to produce incorrect outputs. The effectiveness of
such attacks is determined mainly by the amount of information available to the
adversary about the model. [11] This capability can be split in two main groups, Black
Box and White Box.

1. White Box: The adversary has full knowledge regarding the model used for
learning and its architecture. Attacker has knowledge about the training dataset
and the algorithm used for that task. Simply put the adversary is an insider who
is too powerful, and the adversarial attack may be so hidden to be revealed,

which is the real disaster.

2. Black Box: The adversary in this case does not have any knowledge regarding the
algorithm, dataset, architecture of the model and the learning model itself. There
are a ton of methods that these types of attackers do to approach the real model

and compromise it, but the most important of them are 3 and listed as follows.
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a. Non-adaptive Black-Box attack: Adversary in this case knows only the
training set of the model and does not have any clue regarding the model
and the algorithm. To discover the whole process, the attacker randomly
uses a new algorithm and a new model architecture to train on the dataset
that he already knows. Iterative he changes the model parameters or the
algorithm to approach as much as possible to the real model. At the end,
after discovering the model the attacker uses normal White-Box
techniques to make adversary samples.

b. Adaptive Black-Box attack: This type of attacker does not have any clue
regarding the training process, but he can access the target model as an
oracle. Then the “oracle” queries the target model to generate a carefully
selected dataset which then will tell more about the model and the
training process itself. At the end, the White-Box techniques are

followed.

c. Strict Black-Box attack: At this point, the adversary does not know
anything, but just by following the input output pairs of the model may
create an idea of the model, just like the adaptive attack idea. This kind of
attack may be useful only for large set of input-output pairs, which means

a lot of time consuming over the model.

All the above information regarding the evasion/poisoning adversarial attacks and
their respective methodology (white/black box) are explained graphically regarding the

complexity and capability.
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2.2. Adversarial attacks

In Figure 8 there is a nice representation of the Adversarial examples which

categorizes the types of attacks and defenses.

White box
Knowledge-based
Black box
Attack
¢ Targeted
Targeted-based
Adversarial Non-targeted
examples
Detection Adversarial training
Defense
Model enhancement Functional Improvement

Certification

Figure 8. Classification of adversarial attacks and defenses ®

Mainly the attacks are done by changing the inputs, for example such as adding
noise to images, adding chars or words to texts etc, even a single pixel in some cases can
ruin the whole ML model [12]. Most of them cannot be caught by human eye and need a

very thorough expertise to discover.

2.2.1. Adversarial input (sample) generation

This type of attack occurs simply by manipulating the input for the model on test
or while training (Evasion and Poison attack respectively). For this task there are a ton

of algorithms that precisely handle this issue. We will list a few of them which are the

® Figure taken from [5], page 4, figure 3
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most important among the whole list determined by the latest research and surveys [13]
[14] [15] [26] [17] [18].

Fast Gradient Sign Method (FGSM): An efficient solution is introduced by
Goodfellow et. al. [10].

They proposed a fast gradient sign methodology which calculates the gradient of
the cost function with respect to the input of the neural network. Simply put, for an input
image, the method uses the gradients of the loss with respect to the input image to create
a new image that maximizes the loss. This new image is called the adversarial

sample/image. The adversarial examples are generated using the following equation:
X*x=X+¢e #+sign(Px I(X,yt))

Here, J is the cost function of the trained model, Pk denotes the gradient of the
model with respect to a normal sample X with correct label yt, and € denotes the input

variation parameter which controls the perturbation’s amplitude. [11]

An intriguing property here, is the fact that the gradients are taken with respect to
the input image. This is done because the objective is to create an image that maximizes
the loss. A method to accomplish this is to find how much each pixel in the image
contributes to the loss value and add a perturbation accordingly. This works pretty fast
because it is easy to find how each input pixel contributes to the loss by using the chain
rule and finding the required gradients. Hence, the gradients are taken with respect to the
image. In addition, since the model is no longer being trained (thus the gradient is not
taken with respect to the trainable variables, i.e., the model parameters), and so the
model parameters remain constant. The only goal is to fool an already trained model.

Since then, the FGSM has been improved and many variations of it has been
rolled out from different research. The most well-known variations of FGSM are as

follows:
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e Basic Iterative Method (BIM): This is the most straightforward FGSM
variation yet one of the best. This method generates adversarial examples

iteratively using a small step size. [19]
X% = X; X" = Clipge (X "+ + o0+ sign(VX J(X "*,Yirue ))}

e Target Class Method (TCM): This method maximizes the probability of
some specific target Yarger Which in the most cases is not the real class.

The equation is not so different than the real FGSM approach:

Xx=X+r¢c¢ *sign( % J(X,Ytarget ))

2.2.2. Generative Adversarial Attack (GAN)

Goodfellow et al [10] introduced generative adversarial networks whose aim is to
generate samples like the training set, having almost identical distribution. The GAN is
composed of two deep learning networks which are as following: A discriminative deep
learning network and a generative deep learning network. The role of discriminative
network is to distinguish between samples taken from the original database and those
generated by GAN. The generative network is first initialized with random noise. Its role
IS to produce samples identical to the training set of the discriminator. Formally,
generative network is trained to maximize the probability of discriminative network
making a mistake. This competition leads both models to improve their corresponding
accuracy at highest levels possible. We can denote model as D for discriminative
network and G for generative network. The entities and adversaries are in a constant
duel where one (generator) tries to fool the other(discriminator), while the other tries to

prevent being fooled. The authors defined the value function V (G,D) as
min G max D V (D,G) = Ex~pdat a (x) logD(x) + Ez~pz (z) log(1 — D(G(z)))

Where pa(x) is the generator’s distribution, pz (z) is a prior on input noise

variables. The objective is to train D to maximize the probability of assigning correct
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label to training and sample examples, while simultaneously training G to minimize it. It
was found that optimizing D was computationally intensive and on finite data sets, there
was a chance of over fitting. Moreover, during the initial stages of learning when G is
poor, D can reject samples with relatively high confidence as it can distinguish them
from training data. So, instead of training G to minimize log (1 — D(G(z)), they trained

G to maximize log (D(G(2)).

y,

Training set| / Discrimi
iscriminator
/ D
>
Random ™ . m Fake
noise
—
Generator / Fake image

Figure 9. GAN attack schema®

2.2.3. GAN in collaborative Deep Learning

B. Hitaj et al [20] introduced a GAN method for collaborative learning
framework. The motivation behind this technique is to gather as much information as
possible from an honest victim inside the Collaborative Deep Learning process. It is a
type of attack used solely in the collaborative deep learning framework where each of

users contribute to the training process of the main model.

® Figure taken from https://towardsdatascience.com/a-game-theoretical-approach-for-adversarial-machine-
learning-7523914819d5

18



The authors showed that the attack can be carried out in Convolutional Neural
Networks which are themselves pretty difficult to invert or even when the parameters are
hidden using differential privacy. In the white-box setting, the adversary acts as an
insider within the privacy-preserving collaborative deep learning protocol. The motive
of the adversary is to extract tangible information about the labels that do not belong to

his dataset.
2.3. Adversarial defenses

Generalization of the solution regarding this high-level difficulty task is nearly
impossible due to its variability in usage. Maybe we ca generalize a solution for
Computer Vision in a specific direction, but the problem for NLP, sound processing etc
is still completely another type. Until now there are some research that mention robust
networks can be built to achieve impressive accuracy, even though there may be
adversarial samples in the training set [16] [21]. In another research we find proved that
no network is capable of being fully protected just by self-arrangement and without any
kind of additional method [22].

Below in this chapter we will list some of most well-known and proved methods
regarding the protection against adversarial attacks regarding the type of attack it is.

According to the typology of the defense method they can be grouped mainly into:
e Adversarial training (Immunity to adversarial inputs)

e Denoise functions

2.3.1. Adversarial training

This methodology regarding the defense against adversaries results very handy
and with quite an improvement in performance [23] [4] [24]. The principle is to poison
the model by we and make it immune regarding adversarial samples. This method is

likely a brute force algorithm type. The defender should create by his own all the
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necessary adversarial samples. Although the results show that this method seems to be
robust on first level attack, it fails on more than 1 level attacks such as the black box

attack, where the adversarial tries more than one method to get into the model.
2.3.2. Denoise functions

There are some already robust methods that handle the task of denoising the
noised images (or any kind of digital signal) successfully. The most straightforward
among all Principal Component Analysis (PCA) which has shown to be effective in a
recent work of Jere et. al. [25]. Authors mention in that study that PCA is an effective
defense against certain adversarial attacks on smaller datasets. This works well when the
dataset and number of features are small, however, for larger datasets with larger inputs
this method becomes computationally inefficient as the size of the data matrix scales

quadratically with the size of dataset.

Authors propose in that study a better solution to PCA. Their intention is to make
a dimensionality reduction of an image so that for larger dataset and for images with
many features, the defensive PCA would not cost so much in terms of computation. The
results are quite good but not as impressive as required, simply put from an accuracy of
98% in a binary classifier, defensive PCA resulted in a 93% accuracy of the same

dataset.

Another method used for denoising is the Low Pass (LP) and High Pass (HP)
filter. The LP is often called as the “smoothing” filter. It lowers the signals of an image
that are above a threshold. With this technique we may get rid of additional noises but
the accuracy is not so promising. The HP in the other hand is the opposite. It sharpness
the images to make the features more obvious. These two methods are very dataset
specific and are not as robust as needed for a successful learning model.

The last but not least, is the denoise autoencoder method. Autoencoder is a type
of network architecture composed of two identical but opposite networks which are
respectively encoder and decoder networks. As shown in the figure 10 below, the first
part of the autoencoder is the encoder network which reduces the features of an input
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sample, lets take as a case an image. So, from 32x32 image (1024 pixel) the encoding
process may reduce the features up to 100 or even further, 10 pixel. Then by doing the
symmetric function of the encoding process, the decoder tries to reconstruct the sample
from the output of the encoder. From the example mentioned the image encoded into
100 numbers will be reconstructed to 1024 pixels as it was previously. The reason
behind doing this methodology is simple: By encode-decode we try to remove the
ambiguous and extra features which in our case are adversarial features to the inputs

(some extra pixels ore noises).
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Figure 10. Autoencoder schema *°

19 Figure taken from https://medium.com/analytics-vidhya/creating-an-autoencoder-with-pytorch-
a2b7e3851c2c
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CHAPTER 3

METHODOLOGY

3.1. Methodology

We use both Qualitative and Quantitative research in this thesis. The thesis aim is
to provide a survey on some types of adversarial attacks on neural networks and to
deeply analyze the accuracy metrics under these attacks in comparison with the accuracy
of the base model, meaning CNN model. Moreover, we will provide the respective
adversarial defenses against these attacks. For this reason, here you will find

implemented both types of research.

Qualitative Research

Quialitative Research approach requires a detailed observation and is concerned
mainly with the process, rather than the outcomes. This type of research is descriptive,

the researcher is interested in the process, meaning and understanding of the problem.

Taking into consideration this approach, we will apply a Qualitative Research
design in this thesis to have a better representation of the facts and methods used in

fulfillment of our thesis aim.

Quantitative Research

Quantitative research is said to be empirical in nature and is known as scientific
paradigm. This approach uses experiments and numbers to ensure the validity of the
problem. The researchers use quantitative information to establish generalizable facts
about a topic. [26] Our approach of reporting the evaluation metrics in neural networks,
making comparisons with model under adversarial attacks and reporting numeric

conclusions is what we call Quantitative research in this work.
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3.2. Dataset

In this work we will use CIFAR-10 dataset. The name stands for Canadian
Institute For Advanced Research and it was developed together with CIFAR-100. The
dataset is used for object recognition in computer vision field, and it was collected by
CIFAR institute researchers, Alex Krizhevsky, Vinod Nair, and Geoffrey Hinton. [27] It
consists of 60000 images, with size 32x32. The images are colored photographs of

objects, smaller than a typical photograph.

The dataset is divided into 50000 images for training and 10000 for testing, each
division is part of five training batches and one test batch. The train batches contain
5000 images from each class randomly selected, but some training batches contain more
images that belong to a class than another. The test batch 1000 images from each class in
random order. There are 10 classes, associated with integer values, as shown in the table

below.

Table 2. Dataset tables

Label Class
0 airplane
1 automobile
2 bird
3 cat
4 deer
5 dog
6 frog
7 horse
8 ship
9 truck
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The classes are mutually exclusive. The figure 11 below shows the classes of the dataset

and 10 random images from each class.
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Figure 11. Dataset classes ™

The archive contains the train and test batches, each of them is a Python
“pickled” object, produced with cPickle. The python3 version which opens such a file

and returns a dictionary is given below.

def unpickle(file):
import pickle
with open(file, "rb") as fo:
dict = pickle.load(fo, encoding="bytes")
return dict

Listing 1. Unpickle dataset batch
In this work, the dataset is loaded using the Keras API, which will be later explained.

1 Figure taken from https://www.cs.toronto.edu/~kriz/cifar.html
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3.3. Libraries and Tools

The experiments in this work are conducted by using Python Scripting language,
which is powerful for ML and it provides some beneficial packages for ML models. In
this section, we will list and describe the most used Python packages and tools that we

have used in our experiments for this thesis.

Google Colaboratory (Colab) — an interactive environment that allows to write
and execute Python code. Execution takes place in Google’s cloud servers, so that users
can use Google hardware, no matter of the power of their machine. It is used extensively
for ML community. In our case, we started to train the model in Colab, but we faced
some issues, related with execution time. To train the model, it took more 10 hours and
this was not possible in Colab, it stopped the execution after 12 hours. A solution was
Colab Pro, which was not available in our country, Albania, so | decided to go on with

Python IDE, PyCharm installed in our personal computer.

PyCharm — is a handy Python IDE for professional use. It can organize the
project into directories and files and support all the python libraries. That is the IDE we

have used for our experiments’ codes.

Tensorflow — is and open-source platform for developing and training machine

learning models and deep neural networks research.

Keras — is and API used for deep learning framework written in Python, which
runs on top of the ML platform, Tensorflow. The core structures of Keras are layers and

models.

NumPy — is a Python library used for working with arrays and stands for
Numerical Python. By reading the image as a NumPy array, various image processing

can be performed using NumPYy functions.
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Matplotlib — is the library used for image visualizations, plotting of graphs and
any kind of interactive visualizations.

3.4. Deep Neural Networks

Deep Neural Networks (DNN) have become the methods of speech classification
and image classification. They are neural networks with more than 2 layers or better
described as networks with an input layer, an output layer and at least one hidden layer

in between. The neurons are interconnected like neurons in the human brain.

The first layer neurons consume the input data and their output is used in the next
layers to provide a final output. Each layer computes a small function, called activation

function. This function decides what to be passed to the next neuron.
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Figure 12. Activation function illustration *?

The connection between neurons of successive layers has a weight, which defines

the influence of the input to the output for the next neuron. The initial weights are

12 Figure taken from https://towardsdatascience.com/everything-you-need-to-know-about-activation-
functions-in-deep-learning-models-84ha9f82c253
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selected randomly, then they are updated during iterations. A learning mechanism

optimizer updates these wights that will result into correct prediction of the outcome.

There are three broad classes of deep neural network architectures, the
convolutional neural networks (CNNSs), unsupervised pretrained networks (UPNs), and
recurrent neural networks (RNNs). Among these, the CNN are commonly used in image
classification. That is what we are using with CIFAR-10 dataset, so it will be explained

in much more details below.

3.4.1. Convolutional Neural Network

CNNs or ConvNets are similar to Neural Networks, made up pf layers with
neurons and weights. They are composed of multiple layers of artificial neurons. The
flow of data between layers is as in a DNN. Moving deeper in the layers of CNN, they
detect higher-level features such as objects, faces, and more. Their applications vary
from image and video recognition, image classification, medical image analysis,

computer vision and natural language processing.
CNN architecture consists of two main parts:

e aconvolutional tool, used for separating and identifying the image

features to be used in the process (Feature Extraction)

e afully connected layer used for predicting the image class from the
output of the process and the features from previous stage.
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Figure 13. CNN Architecture

The layers that make up CNN are three types, convolutional layers, pooling
layers and fully connected layers (FC). The first layer used to extract features from the
input images is the convolutional layer. The output of this layer is called Feature Map
and serves to other layers to learn several other features. Convolutional layers are
followed by Pooling layers. The purpose of such layer is to decrease the size of the
convolved feature map to reduce the computational costs. While, in Max Pooling, from
the feature map is taken the largest element. This type of layer is the middle of
convolutional fully connected layer. The last type of CNN layers are FC, consisting of
the weights and biases along the neurons and connects the neurons between two layers.

They are the last layers of the CNN and placed before the output layer.

In addition to these, there is also Dropout layer and Activation functions. Dropout
layer is used to overcome overfitting. Overfitting occurs when the model works so well
on the training data, which leads to negative impact in the model’s performance. The

dropout layer drops some neurons from the neural network during the training phase,

B Figure taken from https://www.upgrad.com/blog/basic-cnn-architecture/
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which reduces the size of the model. For example, a dropout of 0.2, means that 20% of
the nodes will be dropped randomly from the network. Activation function decides
which information of the model goes in forward direction and which one should not. The
most used activation functions are ReLU, Softmax, tanH and Sigmoid functions.

3.5. Deep Neural Networks under adversarial attacks

Deep learning models are very vulnerable to adversarial examples, that are input
images generated by perturbations and which fool the network. In this work, we will
focus on gradient based attacks that create adversarial examples. The two attacks, Fast
Gradient Sign Method (FGSM) and Basic Iterative Method (BIM) are the methods we
will use to add perturbation in our dataset images to compare the results with the base
model results (meaning no attacking). The goal is to ensure misclassification. We

compare the result using the most common type metrics, accuracy.

To protect and increase model robustness towards these attacks, defenses are
implemented. We will use adversarial training, as a standard brute force approach.
Adversarial examples will be used to train the model. The purpose of such strategy is to
ensure that the model will predict the same class for original and attacked images. The
other method is denoising autoencoders, which denoise the perturbated images, that we

later use on the network.
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CHAPTER 4

IMPLEMENTATION AND RESULTS

4.1  Experiments

In this part we will show how the experiments were conducted and we will
summarize the results in terms of different metrics. We have used CIFAR-10 dataset and
the codes were run in PyCharm IDE, using TensorFlow package. This section is divided
in three parts, building the base model, fooling the model using adversarial attacks and
implementing some defenses to those attacks. For each of them we will explain the

experiments and their results.

We will use accuracy as the most common used metric for benchmarking. The
neural network accuracy will be compared among the base model, the attacks we will

implement and the defense methods.

4.1.1. Base model

We have built a deep neural network, CNN type, as the benefits of multiple
layers stand in the fact that they can learn features at various levels of abstraction. We
have built a six layered CNN, which has next a flatten layer. As there are 10 classes, the
output layer is a dense layer with 10 nodes. Activation function is Softmax activation.
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Model: "sequential”

Layer (type) output Shape Param #
comvad (Comvad)  (hons, 32, 32, 32) 86
activation (Activation) (MOone, 32, 32, 32) 2
batch_normalization (Batchno (Mone, 32, 32, 32) 123
convad_1 {(ConviD) (Mone, 32, 32, 32) 9248
activation_1 (activation) (MOone, 32, 32, 32) 2
batch_normalization_1 {Batch (Mone, 32, 32, 32) 123
max_peoling2d (MaxPooling2D) (Mone, 1e, 16, 32) 2
dropout {Dropout) (Mone, 16, 16, 32) 2
convad_2 (Ceonv2D) (Mone, 16, 16, &4) 18495
activation_2 (activation) (Mone, 1e, 16, &4) 2
batch_normalization_2 {Batch (Mone, 16, 16, &4) 2565
convad_3 (Ceonv2D) (Mone, 16, 16, &4) 36928
activation_3 (activation) (Mone, 1e, 16, &4) 2
batch_normalization_32 {Batch (Mone, 1&, 16, &4) 256
max_peecling2d_1 {(MaxPocling2 (Mone, 8, 8, &4) 2
dropout_1 {Dropout}) (Mone, 8, B, &4} 2
conv2d_4 {(ConviD) (NOone, 8, B, 128) 73856
activation_4 (activation) (Mone, 8, &, 128) 2
batch_normalization_4 {Batch (Mcne, 8, B, 128) 512
conv2d_5 {(ConviD) (NOone, 8, B, 128) 147584
activation_5 (Activation) (Mone, 8, B, 128) 2
batch_normalization_5 {Batch (Mone, 8, &, 128) 512
max_peoling2d_2 {MaxPocling? (Mone, 4, 4, 123) 2
dropout_2 {Dropout) (None, 4, 4, 128) 2
flatten (Flatten} (Mone, 2848) 2
dense (Dense} {(None, 18) 28424

Total params: 289,299
Trainable params: 383,394
Mon-trainable params: 296

Figure 14. Base model summary
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As we have built and trained the model, we have plotted the first 25 images from both
train and test dataset along with their corresponding class, using Python library
Matplotlib.

automobile

Figure 15. Dataset train images
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airplane

Figure 16. Dataset test images

We trained the model with batch size of 64 and number of epochs of 125. This model

achieved a pretty good result, which are reported in the table below.

Table 3. Base model test results

Test Accuracy 88.780

Loss 0.457
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Figure 18. Train, test accuracy vs. epochs

4.1.2.

the attacker has complete access to the model being attacked. It works by using the
gradients of the neural network in order to create adversarial example. In our case we
have fooled a pre trained model. The first step of this attack is to create perturbations,
which will misrepresent the image, creating an adversarial image. The gradients are

taken with respect to image. We have tried this for three different epsilons values to

Accuracy & Loss (epoch:125, batch:64)
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Figure 17. Accuracy, Loss vs. Epochs
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Figure 19. Train, test loss vs. epochs

Fast Gradient Sign Method attack implementation

This method is a white box attack, using it leads to misclassification. In this case,

perturbate both train and test images, as illustrated below.
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Figure 20. a) Train image 1 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3
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Figure 21. a) Train image 2 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3
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Figure 22. a) Train image 3 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3
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Figure 23. a) Test image 1 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3

Real image

Figure 24. a) Test image 2 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3

Real image
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Figure 25. a) Test image 3 - FGSM b) eps=0.1 c) eps=0.2 d) eps=0.3

Firstly, we evaluated the pretrained model on the real images. Then, we add
perturbations to both train and test images, as shown in the figures from 19 to 24 shown
above. Adversarial examples were generated with three different epsilon magnitudes.

We evaluate both train and test accuracies and loss in the pretrained model with the
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adversarial images and compare the results. Table 4. summarizes the results of FGSM
attack.

Table 4. FGSM attack results

Base model Epsilon=0.1 Epsilon=0.2  Epsilon=0.3

Train Accuracy 93.7% 5.7% 5.4% 6.6%

Test Accuracy 88.6% 5.1% 4.9% 6.4%
Train Loss 0.29 8.01 8.09 8.1
Test Loss 0.46 8.34 8.17 8.19

From the table 5, we notice that both train and test accuracy of the model
evaluated with adversarial train and test images, drop drastically. Attacking the input
images with the lowest value of epsilons 0.1, lowers the train accuracy from 93.7 to 5.7,
with a difference of 88%. While the test accuracy drops by 83%.

Perturbated images with epsilon 0.2 result to be even worse, as value of noise
increases, and the images become more foolish for the model. Epsilon value of 0.3 on
images affect the accuracies to be a little bit greater in value than perturbated images

with epsilon 0.1 and 0.2 but is still very low compared with the base model accuracy.

Regarding train loss and test loss, model evaluation on adversarial samples
increases the loss from 0.29 to 8.01 and from 0.46 to 8.34, respectively for perturbated
images by 0.1 epsilon value. The same increase for loss is noticed on the case of noised
images with the epsilon magnitude of 0.2 and 0.3.

What we conclude from these results is that no matter what value of epsilon is
applied to perturbate the images, these adversarial examples are enough to drop the
accuracy of the model at a highest point.
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Epsilon vs. Train and Test accuracy
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Figure 26. Accuracy vs. Epsilon for FGSM attack

Figure 25 shows the values of train and test accuracy of model evaluated with
perturbated images by different epsilon magnitudes.

4.1.3. Basic Iterative Method attack implementation

This attack method produces adversarial images as well, as an iterative version of
FGSM. The difference is that we apply it multiple times with a small step size. The pixel
values of intermediate results are clipped after each step to ensure that they are in a
neighborhood of the original image. In our work, we have previously trained the model
with clean images of the CIFAR-10 dataset. Then the train images and the test images
are attacked by this method for epsilons 0.1, 0.2 and 0.3, respectively. We have set 40
number of iterations. For each value of epsilon, we have plotted the images to have a
better representation of the real and perturbated images.
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Real image

Figure 27. a) Train image 1 - BIM b) eps=0.1 c) eps=0.2 d) eps=0.3

Real image

o 5 10 15 20 25 30

Figure 28. a) Train image 2 - BIM b) eps=0.1 c) eps=0.2 d) eps=0.3

Real image

15 20 25 30

Figure 29. a) Train image 3 - BIM b) eps=0.1 c) eps=0.2 d) eps=0.3
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Real image
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Figure 30. a) Test image 1 - BIM b) eps=0.1 c¢) eps=0.2 d) eps=0.3

Real image

Figure 32. a) Test image 3 - BIM b) eps=0.1 c¢) eps=0.2 d) eps=0.3

We calculated train and test accuracy and loss with the model pretrained on adversarial

images created with BIM attack. The results are summarized in the table below.
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Table 5. BIM attack results

Base model Epsilon=0.1 Epsilon=0.2  Epsilon =0.3

Train Accuracy 93.7% 1.2% 0.2% 0%

Test Accuracy 88.6% 1.2% 0.2% 0.1%
Train Loss 0.29 13.01 20.38 24.52
Test Loss 0.46 13.12 20.46 24.6

From the results of the table 5, we conclude that BIM adversarial attack affect the
accuracy very bad. The loss from base model to epsilon 0.1 magnitude with BIM attack
is 92% in train accuracy and 85% in test accuracy. Train loss value and test loss have
increased from 0.29 to 13.01 and from 0.46 to 13.12, respectively. Attacking the train
and test images of CIFAR-10 dataset with epsilon value of 0.2 and 0.3 is even worse, or
we can say that the accuracy is 0%. Loss is logically increased. The figure below
illustrates the relation of epsilon value on the perturbations of the images and the train

and test accuracies.

Epsilon vs. Train and Test accuracy
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Figure 33. Accuracy vs. Epsilon for BIM attack
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This basic iterative method attack performs even worse than the model evaluated
with adversarial examples, which are generated by the other gradient based attack,
previously shown, FGSM. Furthermore, it required a much more computation power
than FGSM as it is iterative.

Epsilon vs. Test accuracy - BIM & FGSM

— B /]

3 e FGSM

1 \

0.1 0.2 0.3

Test accuracy

Figure 34. BIM vs. FGSM

4.1.4. Adversarial training defense implementation

This method consists of including in the model’s training data the adversarial
examples, making possible for the model to classify them. The training takes both clean
and adversarial samples. In our work, we have implemented FGSM adversarial training
and BIM adversarial training (with three different epsilons values). The results are

summarized and compared below.
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Table 6. FGSM Adversarial training (epsilon=0.1)

Train Test Train Loss  Test Loss
accuracy accuracy
Base model on 5 704 5.1% 8.01 8.34
adversarial data
Defended_ model 90.7% 85.2% 0.38 0.59
on clean images
Defended model 94.2% 89.9% 0.28 0.44

on adversarial data

Table 7. FGSM adversarial training (epsilon=0.2)

Train Test Train Loss  Test Loss
accuracy accuracy
Base quel on 5.4% 4.9% 8.09 8.17
adversarial data
Defended_ model 91.4% 86.6% 0.35 0.52
on clean images
Defended model 95.1% 91.6% 0.25 0.38

on adversarial data

Table 8. FGSM adversarial training (epsilon=0.3)

Train Test Train Loss  Test Loss
accuracy accuracy
Base quel on 6.6% 6.4% 8.18 8.19
adversarial data
Defended_ model 91.1% 86.5% 0.36 0.52
on clean images
Defended model 93.1% 89.8% 0.32 0.43

on adversarial data
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As we have previously reported, the base model reached a 93.7% train accuracy
and 88.6% test accuracy. Then, we evaluated the model with adversarial data perturbated
using FGSM attack and with epsilons of 0.1; 0.2 and 0.3. The accuracies in the three
cases dropped in a significant way, while loss values were up. Next step was to
implement adversarial training. We trained the model with both clean, regular images
and FGSM adversarial images, generating in this way train dataset of 100000 images,
twice the train images of CIFAR-10 dataset (with all three values of epsilons). We
evaluated the model trained with these data, on both the original images and on the
adversarial images. The results were pretty well and has a significant increase compared
with the FGSM results. For all values of epsilons, the model trained on clean images
increased the train accuracy and the test accuracy. Whereas the train and test loss was
dropped. The defended model performed even better, approaching in this way the base
model accuracy with slight changes, which from the observations we see that the higher
the value of epsilon, the lower the accuracy of the defended model. But, in overall this
defense method performed really well on this CNN attack with FGSM method and being
very close to the base model results. Figures below also illustrate the results.

FGSM adversarial training (epsilon=0.1)

0.9
0.8
0.7
0.6
0.4
0.3
0.2
0.1
0 I .
+ model Base model-Adv images  Adv Training - Regular images  Adv Training - Adv images
B Train Accuracy B Test Accuracy

Figure 35. FGSM adversarial training results (eps=0.1)
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FGSM adversarial training (epsilon=0.2)
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Figure 36. FGSM adversarial training results (eps=0.2)

FGSM adversarial training (epsilon=0.3)
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Figure 37. FGSM adversarial training results (eps=0.3)

As it was stated before, we have implemented BIM adversarial training and the

results are illustrated and listed below.
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Table 9. BIM adversarial training (epsilon=0.1)

Train Test Train Loss  Test Loss
accuracy accuracy
Base model on 1.2% 1.2% 13.09 13.12
adversarial data
Defended_ model 91.6% 87.7% 0.35 0.49
on clean images
Defended model 79.6% 74.4% 0.69 0.9

on adversarial data

Table 10. BIM adversarial training (epsilon=0.2)

Train Test Train Loss  Test Loss
accuracy accuracy
Base model on 0.2% 0.2% 20.38 20.46
adversarial data
Defended_ model 91.2% 87.2% 0.36 0.49
on clean images
Defended model 80.3% 75.3% 0.67 0.85

on adversarial data

Table 11. BIM adversarial training (epsilon=0.3)

Train Test Train Loss  Test Loss
accuracy accuracy
Base quel on 0% 0.1% 20.52 24.6
adversarial data
Defended_ model 90.3% 86.2% 0.39 0.53
on clean images
Defended model 79.9% 75.4% 0.69 0.86

on adversarial data
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We conducted the experiment to test how BIM adversarial training with three
epsilon magnitudes (0.1; 0.2; 0.3) affects model accuracy. The accuracies of the model
evaluated on pure adversarial data generated with BIM attack in the three cases dropped
in a significant way, while loss values were increased, as previously reported. For this
adversarial training defense method, we trained the model with both clean, regular
images and BIM adversarial images, generating in this way train dataset of 100000

images, twice the train images of CIFAR-10 dataset (with all three values of epsilons).

We evaluated the model trained with these data, on both the original images and
on the adversarial images. The results were pretty well and had a significant increase
compared with the pure BIM attack results. For all values of epsilons, the model trained
on clean images increased the train accuracy and the test accuracy. Whereas the train
and test loss were dropped. The defended model accuracy was increased in a high rate,
but comparing with FGSM adversarial training, BIM adversarial training did not
perform as well as its accuracy. Despite this, we can say that BIM adversarial training
reached a good score when the model was trained with both clean and adversarial
images. The figures below illustrate the FGSM adversarial training on real and

adversarial data against the BIM adversarial data.

Defended model on real data
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Figure 38. BIM vs. FGSM adversarial training on real data
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Defended model on adversarial data
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Figure 39. BIM vs. FGSM adversarial training on adversarial data

4.1.5. Denoising autoencoders defense implementation

We use autoencoders as a mean for denoising images before feeding them to the
standard neural network. They have the architecture of a neural network. In this part, we
will describe how we built the autoencoder. We define a convolutional block and a
deconvolutional block. Convolutional blocks consist of 3 operations: 2D convolution,
batch normalization and ReLu activation. Deconvolutional blocks consist of 3
operations: 2D transposed convolution, batch normalization and also ReLu activation.
We compile the autoencoder using mse loss and adam optimizer and we fit the
autoencoder to the adversarial training set. The adversarial images are perturbated uding

FGSM as described in the sections above with 3 different epsilon values: 0.1; 0.2; 0.3.

After the denoising autoencoder is trained, we predict the clean train and cleaned
test and we plot the images and evaluate the results, which are illustrated and reported
below.
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Figure 40. a) Real b) noised - FGSM (eps=0.1) c¢) denoised using autoencoder

original noisy denoised
0

Figure 41. a) Real b) noised - FGSM (eps=0.2) c¢) denoised using autoencoder

original denoised

Figure 42. a) Real b) noised - FGSM (eps=0.3) ¢) denoised using autoencoder
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Table 12. Denoising autoencoder to FGSM (epsilon=0.1)

Train Testaccuracy  Train loss Test loss
accuracy
Base model on 5 79 5.1% 8.01 8.34
adversarial data
Model on 34.5% 33.4% 2.71 2.84

denoised images

Table 13. Denoising autoencoder to FGSM (epsilon=0.2)

Train Test accuracy  Train loss Test loss
accuracy
Base model on 5 4% 4.9% 8.09 8.17
adversarial data
Model on 44.2% 37.8% 2.06 2.37

denoised images

Table 14. Denoising autoencoders on FGSM (epsilon=0.3)

Train

Testaccuracy  Train loss Test loss
accuracy
Base mo_del on 6.6% 6.4% 8.18 8.19
adversarial data
Model on 48.5% 40.5% 1.86 2.21

denoised images

From the information given in the tables above, we can state that the accuracy of
the model evaluated on cleaned images by the denoising autoencoder, is increased
considerably. But that is not the desired accuracy compared to the base model, because
the maximum it can reach is almost 40% (test accuracy), while the base model has a test

accuracy around 88%.
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Figure 43. Test accuracy for model on adversarial and denoised data

The adversarial training works better on this attack as a defense mechanism to the
input images, as illustrated in the figure below.
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Figure 44. Adversarial training vs. Autoencoder test accuracy with FGSM
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CHAPTER 5

CONCLUSION AND FUTURE WORK

5.1. Conclusions

The aim of this thesis was to provide a comprehensive review on the results of
applying adversarial attacks on deep neural network using CIFAR-10 dataset and trying
the defense methods against these attacks. We used CNN as a base model and then
experimented with two attacks, and two defenses, to report and analyze accuracy of the

model and how the model tends to be misclassified.

The deep neural networks are really vulnerable to adversarial examples. A small
perturbation in the input sample, “destroys” the model, leading to misclassification.
Except of the attacks and defenses we have implemented for our DNN model, there are a
lot more, some of them of same kind, white-box and some are classified as black-box.
The defense methods are of a great variety as well, but there are specific to different
types of attacks, meaning that all defenses cannot make the model robust. They depend

on the type of the attack they are trying to protect the model from.

5.2. Future Work

Firstly, we suggest to further dig into the defense mechanisms. In this work, we
have given some insights for the defenses against only FGSM and BIM. But there can be
methods that can make the model more robust even from the non-gradient attack

approaches. Furthermore, we suggest the autoencoder to be set up in a way that it
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increases more the model accuracy. As our focus was untargeted attacks, as a future

work we can ensure that the defenses perform well for targeted attacks as well.
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